2% Ho MEF¥ES5IEHN Vol. 28 No. 6
201146 H MICROELECTRONICS & COMPUTER June 2011
ETANERNASHXNBHMNIEHONRAHR
WO, E BR.u4E
(BRI A b 558 TR%E T M3 210009)

B E 44Tk NERABRALEFENTRE, XPREAETANERMA S AR KB RBEF £,

BAEENHRF AR ABRRUER, BR—HF S F R IV XS RE R AR EECE
MUBINERUNENERVNERGFREECEFI O, KNGS EFES. LRERXN . BT ERAT AR
BREREEHRE APECHREZAPER LERHRAANR RS A, B G F R T NS K
BB ATk WK %A

XER: ANRBRA; WAL e MEREEE; 508 R K

hE4 %8 TP393. 08 IREERIREG: A XBHS: 1000—7180(2011)06—0126—05

Application Research of Distributed Firewall
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Abstract. In view of the deficiencies of distributed firewall and Intrusion detection, a distributed firewall based on In-
trusion detection is proposed. It improves the architecture of distributed firewall by adding intrusion detection mod-
ule in order to get a dynamic distributed firewall. It reduces the amount of intrusion detection data by modification
the structure of packets when they arrive at the intrusion detection module from the host firewall filtering module,
The results of data detection return to management center rapidly, so the management center can update rule dynam-
ically and timely. The experimental results show that the proposed scheme solves some problems of traditional dis-
tributed firewall, including the policy updating delay, unauthorized users can intercept the internal communication

and intrusion can not be found timely etc. Meanwhile, it also solves some problems of intrusion detection module

such as the large amount of data, the inability of blocking the attack and so on.
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